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PE3Y/IbTATbl BHEYPOYHOW AEATENIBHOCTU « MAHGOPMALMOHHAA
BE3ONACHOCTb»

Kypc «MHPopmaumoHHas 6e30nacHOCTbY ABNAETCS BAa*KHOW COCTaBAAIOLWLEN
paboTbl C 06yYaOWMMMCA, AKTUBHO UCMONb3YIOLWNUMM Pa3inyHble ceTeBble GOpPMblI
obuweHns (coumanbHblie CeTU, Urpbl, NpP.) C UEAbl0 MOTUBALUM OTBETCTBEHHOrO
OTHOLLEHMA K obecneyeHUo CBOEN NIMYHOM Be3onacHocTK, 6e30nacHOCTU CBOEeM
CeEMbM M CBOMX Apy3ei. Kpome Toro, peanusaums Kypca co3aacT ycnoBua Ans
COKpaleHns uMdppoBOro paspbiBa Mexay NOKONEHUAMU U NO3BONUT POAUTENSAM
BbICTYNaTb B KaYecTBe 3KCNEePTOB, Nepeaatowmnx onbIT.

[aHHbIN Kypc npeanonaraetT opraHusauuioo paboTbl B COOTBETCTBUWU C
coAepaHuem 2-x moaynen, npeAHasHauyeHHbIX Ana obydyarowmxca 5-9 Knaccos u
poauTenen obyyatoLmxcs Ntoboro Bo3pacTta COOTBETCTBEHHO.

Moaynb 1. «<MHopmauMoHHaA 6e3onacHOCTb» !

OT60p TEMATUKM COAEPKAHUA Kypca OCYLLECTB/IEH C YY4ETOM Lenei 1 3agad
®roC ocHoBHOro obuwero obpasoBaHuUsA, BO3PaACTHbIX 0COBEHHOCTEN U NO3HaBa-
TeNbHbIX BO3MOMKHOCTEN oObydyarowmxcs 5-9 KnaccoB. PekomeHayeTca Ans
peanunsaumm B paMKax BHEYPOUYHOM AeATENbHOCTM 06YyYatoLWMXCS.

B npenogaBaHum moayna «MHPopmaumoHHaa 6e30NacHOCTb» MOryT
Mcnonb3oBaTbCA pa3HoobpasHbie ¢opmaTtbl 0OyYeHUA: TPAAMUMOHHbLIM YPOK
(KonnektTMBHaa u rpynnosan ¢opmbl paboTbl), TPEHMHIU (B Knaccuyeckon dopme
WAM  No KehcmeToady), AUCTAHUMOHHOEe o0byyeHMe (3/1eKTPOHHbIE  KypChl,
BMAEOPONMKMN, MOYTOBbIE PACCHINIKN, MUKPOODYyYeHMe), CmellaHHbIn dopmar.

Cuctema  yyebHbIX 33agaHMW  [OMKHA  co3pgaBaTb  ycnoBuA — AnAa
GOpPMMNPOBAHUNA aKTUBHOW NO3NLINM LUKONbHUKOB B NOJIYYEHUWN 3HAHUIN U YMEHUN
BbIABNATb MHPOPMALMOHHYIO Yyrpo3y, onpeaenAaTb CTeneHb ee OMacHOCTY,
npeasuaeTb NocneacTsns MHGOPMALMOHHOM Yrpo3bl M MNPOTMBOCTOATb MM U
NPOGUNAKTUKN HEraTUBHbIX TEHAEHUWN B Pa3BUTUM MHPOPMALMOHHOM KynbTypbl
yyalmxca, NOBbIWEHUA 3aLULLEHHOCTU AeTe OT MHOOPMALMOHHBLIX PUCKOB U
yrpo3 (coctaBneHne NamaToK, aHa/n3 3aWMLLEHHOCTU COBCTBEHHbIX aKKAyHTOB B
COLMaNbHbIX CETAX U 3/IEKTPOHHbIX CEPBUCAX, MPaKTUYeckme paboTbl u T.4.).

Mecto yuebHoro Kypca (Moaynb 1) B yuebHOM nnaHe

Mporpamma yyebHoro Kypca (Moaynb 1) paccumtaHa Ha 34 yyebHbIX Yaca,
M3 HUX 22 yaca - y4ebHbIX 3aHATUN, 9 YacoB - NOAroTOBKa U 3aWmMTa y4ebHbIX Npo-
eKToB, 3 Yaca - nosTopeHue. Ha nsyyenme mogyna 1 «MHbopmauymoHHana besonac-
HOCTb» OTBOAMTCA MO 1 yacy B Hegento. YyebHble 3aHATUA MO Nporpamme MoryT
6bITb peann3oBaHbl MO OAHOMY pa3aeny nocnegosatenbHo B 5,6,7,8 n 9 Knaccax;

! Tiporpamma monyns «AHdopmanuonnas 6e300aCHOCTL» pa3padoTaHa HA OCHOBe MporpamMmbl Kypea «Andopmann-
OHHasi 0e30MACHOCTH, WJIM HA PACCTOSIHUY OHOro BHpyca» HamecTtHukosoii M.C.



d TaK e NMPoOuU3BOJZIbHO pacnpeneneHbol yyntesem s 3aBUCUMMOCTU OT UHTEPECA U
rOTOBHOCTU LUKOJZIbHNKOB.

XapaKTepuUCTUKa NIMYHOCTHDbIX, MeTanpeaMeTHbIX U NpegMeTHbIX pe3y/bTaToB
ocBoeHuna yuyebHoro Kypca (Moaynb 1) 2

NMpeomem~Heie:

BoinycKHUK Hay4yumcA:

aHaNM3npPoBaTb AOMEHHblE MMEHa KOMMbIOTEPOB WM agpeca AOKYMEHTOB B

NHTEpHETE;

- 6e30nacHoO UCNoNb30BaTb CPEeACTBAa KOMMYHUKaLUN,

- 6e30nacHoO BECTU U NPUMEHSATb CNOCOBbI CaMOo3aLLMTbl NPU NOMbITKE MOLLEHHMU-
YyecTBa,

- 6e30nacHO UCNoNb30BaTb PECYPCbl MHTEPHETA.

BobinyckHUK osnadeem:

- npuemamu 6e30nacHoOl opraHn3aLmnm CBOEro IMYHOro NPOCTPAHCTBA AAHHbIX C
MCMONb30BAaHMEM  WMHAMBUAYaANbHbIX HAKOMWUTENEW [AOaHHbIX, WHTEpHeT-
CepBUCOB M1 T.1.

BbInyCcKHUK nosy4um 803MOXHOCMb 08/100eMb:

- ocHoBamwu cobnrogeHna HopMm MHPOPMALMOHHOM STUKKU U NPaBa;

- OCHOBAMW CaMOKOHTPO/S, CAMOOLEHKN, MPUHATUA PELUEHWNI U OCYLLLECTBNEHMUA
OCO3HaHHOro BblboOpa B y4yebHOM W MO3HaBaTeNbHOW AEeATEeNbHOCTU MNpU
dbopmMnpoBaHNMN COBPEMEHHOM KyNbTypbl 6€30NacCHOCTU XKU3HEAEeATENIbHOCTY;

- MCMNONb30BaTb ANA  pelleHMA KOMMYHMKATMBHbIX 3aga4y B  obnactu
6€30NacHOCTU KU3HEeOeATeNbHOCTM pPas3/IMyHble WCTOYHUMKU UMHOpMauuXy,
BK/toYas MIHTepHeTpecypcbl U Apyrve 6a3bl AaHHbIX.

MemanpedmemHbslie.
PezynamusHoble yHU8epcasbHbie y4ebHbie Oelicmaus.
B pe3ynbTaTte ocBoeHMs y4ebHOro Kypca obyyatowminca CMoKeT:

- naeHTMPUUMpPOBaATbL cobBCTBEHHblE Npobnembl M onpeaenaTb FNABHYO NpPO-
6nemy;

- BblABUraTb BEPCUN pelleHunA npobnembl, GopmynnpoBaTb rMNoTesbl, NPeaBoC-
XMLLATb KOHEYHbIN pe3ynbTarT;

- CTaBUTb LENb AEATENIbHOCTM Ha OCHOBE onpeaeneHHo Npobaembl U CyLLECTBY-
IOLLIUX BO3MOXKHOCTEWN;

- BbIBMpaATb U3 MPeAJsIOXKEHHbIX BapMaHTOB M CaMOCTOATENbHO MCKaTb cpea-
cTBa/pecypcbl ANA peleHna 3a4a4m/a0CTUKEHNA Lenu;

- COCTaBAATb NNaH pelleHna Npobaembl (BbINONAHEHNA NPOEKTa, NPOBEAEHUA UC-

2 [IpumepHasi 0CHOBHAs 00pa3oBaTe/IbHAs IPOrpaMMa 0CHOBHOI0 oero odpazosanus (http://fgosreestr.ru)
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cnefoBaHus);

- OonuUcbiBaTb CBOWM ONbIT, 0dOpMAAA ero ANs nepegavv Apyrum noaam B Buae
TEXHONOTMW PeLLEHMA MPAKTUYECKMX 33434 ONpeaeneHHOro Knacca;

- OUEHMBATb CBO AEATeNbHOCTb, APryMEHTUPYA NPUUYMHbI AOCTUNKEHUSA UAU OT-
CYTCTBMA NAAHUPYEMOTO Pe3ynbTaTa;

- HaXo4AMTb AOCTAaTOYHblE CPeaCTBaA ANA BbINOAHEHMA y4ebHbIX A4eNCTBMIA B U3Me-
HAlOLWWencA cutyaumm n/mam npu oTcyTCTBMU NNAHMPYEMOTO pe3yibTaTa;

- paboTas no cBOemy NaaHy, BHOCUTb KOPPEKTUBbI B TEKYLLYIO AeATE/bHOCTb Ha
OCHOBE aHa/NN3a U3MEHEHUM CUTyauun AN NOAYyYeHUA 3anNaHUPOBAHHbIX Xa-
PaKTEPUCTUK NPOAYKTa/pe3ynbTaTa;

- NPUHUMATb pelleHne B y4ebHOM CUTYaLLMN U HECTM 33 HEro OTBETCTBEHHOCTb.

lMo3HasamesbHbIE yHUBEPCAnbHble y4ebHble delicmaus.
B pe3ynbTaTe ocBOEHMA y4ebHOro Kypca obyyatowminca CMoXKeT:

- BblAeNATb ABNEeHME U3 0b6LWero paga Apyrux ABIEHNU;

- onpepenAatb 06CTOATENBLCTBA, KOTOpble NpeAlecTBOBaN BO3HUKHOBEHUIO
CBA3U MEXAY ABNEHUAMMU, U3 3TUX 0OCTOATENLCTB BblAENATL onpeaensatoume,
CNocobHble OblTb NPUYUHOM [OAHHOTO ABJIEHWUA, BbIABAATL MPUYUHBI WU
CNeacTBMA ABNEHUN;

- CTPOUTb paccy*KaeHue oT 0OLLNX 3aKOHOMEPHOCTEN K YAaCTHbIM AB/IEHMAM U OT
YaCTHbIX AB/IEHWNM K OOLLMM 3aKOHOMEPHOCTAM;

- m3naraTb NOJYYEHHYIO MHOOPMALMIO, MHTEPMNPETUPYA €€ B KOHTEKCTe peluae-
MOW 33J3a4u;

- CaMOCTOATE/IbHO YKa3biBaTb Ha WMHGMOPMAUMIO, HYXAAKOLWYCA B MNPOBEpPKE,

npeanaraTb U NPUMEHATb CNOCOH NPOBEPKM AOCTOBEPHOCTM MHOPMALUY;
- KPUTUYECKM OLEHMBATb coaeprkaHue n Gopmy TEKCTa;

- onpeagenAatb H€06XOLI,VIMbIe Knr4vyeBble MOUNCKOBbLIE C/10BA U 3aMpoOChl.

KommyHUKamueHesle yHugepcasbHeble yyebHble Oelicmaus.
B pe3ynbTaTte ocBOeHMA y4ebHOro Kypca oby4atoWwmMmnca CMoXKerT:

- CTPOUTb NO3UTUBHbIE OTHOLWEHMA B NpoLecce y4ebHOM U NO3HaBaTEe/IbHOW Aen-
TENbHOCTY;

- KPWUTMYECKM OTHOCUTBLCA K COBCTBEHHOMY MHEHWIO, C AOCTOMHCTBOM MpPU3Ha-
BaTb OWIMOOYHOCTb CBOEr0 MHEHUA (€C/IM OHO TAaKOBO) U KOPPEKTUPOBATL €rO;

- [OroBapuBaTbCA O MpaBW/ax WU Bonpocax Ans 0b6CyKAEHMA B COOTBETCTBUM C
NOCTaB/IEHHOM nepe, rpynnow 3aaayen;

- [enatb OLEHOYHbIA BbIBOA O AOCTUMKEHWU LEAN KOMMYHUKAUMKU Henocpea-
CTBEHHO MOC/ie 3aBepLlIeHMA KOMMYHUKATUBHOINO KOHTaKTa M 0O6OCHOBbIBATb
ero.

- UefNeHanpaB/ieHHO UCKaTb M MCNONb30BaTb MHPOPMALMOHHbIE pecypcbl, Heob-

XOAMMblIe ANA pelleHUsa y4ebHbIX U NPAaKTUYECKMX 33,34 C MOMOLLbIO CPe/CcTB
UKT;



- BblbUpaTtb, CTPOUTb U UCNONb30BATb AAEKBATHYIO MHPOPMALMOHHYIO MOAENb
ANA nepefayn CBOUX MbIC/IEN CpeACcTBaMM eCTECTBEHHbIX U GOPMabHbIX A3bl-
KOB B COOTBETCTBMM C YCIOBUAMMU KOMMYHUKaLLUWK;

- MCNO/Ib30BaTb KOMMbIOTEPHbIE TEXHOMOTMK (BKAOYAA BblOOp aAeKBaTHbIX 3a-
Aaye MHCTPYMEHTA/IbHbIX NPOrPaMMHO-anNapaTHbIX CPeACTB U CEPBUCOB) ANA
peweHns MHPOPMALMOHHBIX U KOMMYHUKALMOHHbIX y4ebHbIX 3a4a4y, B TOM
yucne: BblYMCAEHUE, HANMUCAHUE MUCEM, COUYMHEHUIN, OOKNanoB, pedepaTos,
co3gaHune npe3eHTauum n ap.;

- MCMN0/b30BaTb MHPOPMALMIO C YHETOM ITUYECKMX U NPABOBbIX HOPM;

- co3gaBaTtb WMHGOPMAUMOHHbIE pecypcbl Pa3HOro TMNa WM JAA  PasHbIX
ayamtopuin,  cobnwogatb  MHPOPMALMOHHYO  TUTMEHY M npasuaa
nHPopmauMoHHOM Be3onacHOCTK.

Jlu4yHOCMHBbIe.

- OCO3HaHHOe, YyBaXuTenbHOoe W  AobpokenatenbHoe  OTHOLWEHWE K
OKPY)KaOLWMM NOAAM B pPeaibHOM W BUPTYaNlbHOM MUpPE, UX MO3ULUAM,
B3rnAgam, roTOBHOCTb BECTM Auanor ¢ Apyrumu nwoabmu, 060CHOBAHHO
OCYLLECTB/ATL BbIOOP BUPTyanbHbIX CObeceHNKOB;

- TOTOBHOCTb M CNOCOBHOCTb K OCO3HaHHOMY Bbl6Opy W MNOCTPOEHWUIO
AaNbHenWwen UHAMBMAYANbHOM  TpaekTopuu obpa3oBaHuMAa Ha bHase
OPUEHTUPOBKU B Mmupe npodeccuin n npodeccMoHanbHbiX NPeanovYTeHUN, C
YY4ETOM YCTONYMBbIX NO3HABATE/IbHbIX UHTEPECOB;

- OCBOEHHOCTb COLMANbHbIX HOPM, NPaBMA NoBeaeHUs, poaen nu Gopm coumanb-
HOM }XW3HW B Fpynnax u coobuiecrsax;

- cdopMMPOBAHHOCTb NOHUMAHUA LLEeHHOCTM 6e3onacHoro o6pasa *KM3HU; UHTe-
puopusauma npasua  MHAMBMAYANbHOTO UM KOANEKTUBHOro 6HesonacHoro
noseaeHMA B MHPOPMALMOHHO-TENEKOMMYHUKALLMOHHOM cpese.

CopeprkaHue nporpammbl yuebHoro Kypca (Moaynb 1).

Coaep»aHue nporpammbl yyebHoro Kypca (Moaynb 1) cootseTtcTByeT Te-
MaM MNPMMEPHOI OCHOBHOM 0bOpa3oBaTe/IbHOM MPOrpPaMmMbl OCHOBHOro obuiero
ob6pasoBaHua (NMOOM O0O0) no yyebHbIM NpeameTam «MHPopmaTMKa» N « OCHOBbI
6e30MacHOCTU  XKU3HEeAeATeNbHOCTUY, a TaKXe pacwupaer MX 3a cyeT
NPUBNEYEHUA  KM3HEHHOro  OnblTa  ObyyarowmxcaA B MCNOJIb3OBAHMMU
BCEBO3MOMHbIX  TEXHMYECKMX  YCTPOMCTB  (NEPCOHANbHbIX  KOMMbIOTEPOB,
nAaHwWeToB, cMapTPoOHOB M MNp.), NO3BOJAET MNPaBUAbHO BBECTU pebeHKa B
umMdpoBoe NPOCTPAHCTBO M KOPPEKTUPOBATb €ro NOBeAEeHMEe B BUPTYaslbHOM
Mupe.

OcHOBHOE coaeprkaHMe NporpaMmmbl NpeacTaBaeHo pasaenamm «besonac-
HOCTb 06UEeHUAY», «Be30nacHOCTb YCTPOMCTBY», «be3onacHoCTb MHPopMaL N,

Kaxapiit pasgen yyuebHoro Kypca (Moayns 1) 3aBepluaeTcs BbINOJIHEHNEM
NPOEKTHOM PaboTbl MO OAHOM U3 TEM, MPEAJ/IOKEHHbIX Ha BbIBOP yyawmxcsa n/mnm



NPOBEPOYHOro TecTa.

,ﬂ,l’lﬂ nposegeHmMA 3aHATUN MOryT OblTb WMCMONb30BaAHbI npe3eHTauunu,
MPOEKTbI, NAMATKMN, OHNaNH 3adHATUA, NOAroToB/AeHHbIE B XO4€e BbINMNO/IHEHUA yqe6-
HbIX 3ap,aHm71 no OCHOBHbIM TeéMaM KypcCa.



Copep:kaHue yuyebHoro Kypca (Moaynb 1).
Paspen 1. «be3onacHOCTb 06weHna»

Tema 1. O6weHune B couManbHbIX CETAX U mecceHaKepax. 1 uac.

CouuanbHan CeTb. MCTOpVIﬂ counanbHbIX ceTemn. MeCCGHﬂ,)-Kepr.
HasHauyeHue coumanbHbIX ceten u mecceHaXxepos. Monb30BaTENBCKUIM KOHTEHT.

Tema 2. C Kem 6e3onacHoO obwaTbca B UHTepHeTe. 1 yac.

MepcoHanbHble AaHHble KaK OCHOBHOM KamnwuTaa JNIMYHOTO MPOCTPAHCTBA B
undposom mupe. MpaBuna gobasneHUs apysen B coumanbHbix cetax. Mpodunb
nosib3oBaTens. AHOHUMHbIE COLMaNbHbIE CETU.

Tema 3. Maponu ana akKayHTOB couManbHbIX ceTel. 1 vac.

CnoxHble naponn. OHNaWH reHepaTopbl naposei. [lpaBuna XxpaHeHUA
naponen. UcnonbzoBaHmne PyHKLMKN Bpay3epa No 3aNOMUHAHMIO NApPOIeN.

Tema 4. be3onacHbiX BXOA B aKKayHTbI. 1 yac.

Buabl ayteHTUOUKaumn. HacTporikm 6e3onacHOCTK akKayHTa. PaboTa Ha uy-
YKOM KOMNbOTEPE C TOYKM 3peHna 6e30MacHOCTM IMYHOrO aKKayHTa.

Tema 5. HacTpoiikn KoHPUaeHUManbHOCTU B cOLManbHbIX ceTax. 1 vac.

HaCTpOVIKM npnMBaTHOCTU U KOH(I)VILI,EHLI,VIaJ'IbHOCTVI B Pa3HbIX COUUNANIbHbIX
cetax. [1pUBaTHOCTb n KOH(I)VIﬂ,eH LMaZIbHOCTb B MECCEHAXEpPaAX.

Tema 6. Ny6anKauma nvHpopmauum B coumanbHbIX ceTax. 1 vac.
MepcoHanbHble gaHHble. [ybanKkauma AM4HoOM MHGOpPMaLUN.
Tema 7. Knubepbynnunr. 1 yac.

OnpegeneHune KubepbynnunHra. BoamoxkHble NpuYnHbI KMbepbynauHra wm
KaK ero usbexatb? Kak He cTaTb XKepTBon KMbepbynnnHra. Kak nomoub KepTtBe
KnbepbynnuHra.

Tema 8. My6aunuHble akKKayHTbI. 1 yac.

HacTpolikmn npuBaTHOCTM Ny6AUYHbBIX CTpaHuu,. lNpaBuna BegeHUA nybany-
HbIX CTpaHuL,. OBepLUEepPUHT.

Tema 9. duwunHr. 2 yaca.

OULWNHT KaK MOLIEHHUYeCKui npmuem. MonynapHble BapMaHTbl pacnpocTpa-

TpeboBaHus K COAEPAHKAHUIO UTOTOBBIX MPOEKTHO-UCCIIEA0BATENBCKUX pabOT CofepKaTCs B MIPUIOKEHNHN 1 K HaH-

HOU paboueii mporpamMme



HEHWNA d)MLLIMHFa. OTtnnume HactToAWnXx U d)MLLIMHFOBbIX canTtos. Kak 3alLUTUTBCA OT
CI)MLLIepOB B COUMa/IbHbBIX CETAX N MeCCeHOKepPax.

BbinonHeHUWe u 3alWmMTa MHAUBUAYANbHBIX U rpynnoBbiX npoekTos3. 3 yaca.

Pasaen 2. «be3onacHOCTb YCTPOMCTB»

Tema 1. YTo TaKoe BpegoHOCHbIM Koa,. 1 uac.

Buabl BpeaoOHOCHbIX KOA0B. BO3MOXHOCTM N AeCTPYKTUBHbIE GYHKLMN Bpe-
[LOHOCHbIX KOZ0B.

Tema 2. PacnpocTtpaHeHue BpeaoHOCHOro Koaa. 1 vac.

Cnocobbl [A0CTaBKM BPEAOHOCHbIX KoAoB. MWcnonHsemble ¢ainbl U
pacluMpeHna BpPefOHOCHbIX KOAOB. BpeaoHocHas paccbinika. BpeaoHocHblie
CKpunTbl. Cnocobbl BbISBAEHUA HAAUMYMA BPEAOHOCHbIX KOA4OB Ha YCTPOMCTBaX.
AevictBna Npu 0OHapy*KEeHMN BPEeAOHOCHbIX KOAO0B Ha YCTPOMCTBAX.

Tema 3. MeToAbl 3aLUTbI OT BPEAOHOCHbIX Nporpamm. 2 yac.

Cnocobbl 3aWmTbl YCTPOMCTB OT BPEAOHOCHOTO KoAa. AHTUBUPYCHbIE NPO-
rPaMMbl U UX XapaKTePUCTMKN. MpaBunia 3alLMTbl OT BPeAOHOCHbIX KOAOB.

Tema 4. PacnpoctpaHeHMe BPeAOHOCHOr0 Koga AnA MO6UAbHbIX
ycrpoucrts. 1 uac.

PacwmnpeHne BpeAOHOCHbIX KOAOB ANA MOOMUIbHLIX ycTponcTs. MpaBuna
6e30nacHOCTU NPU YCTaHOBKE NPUIOKEHUN HA MOBUbHbIE YCTPOWCTBA.

BbinosnHeHuWe U 3aWmMTa UHAUBUAYANbLHBIX U FPYNNOBbIX NPOEeKToB. 3 yaca.*
Paspen 3 «be3sonacHocTb MHPOpMaLUn»

Tema 1. CoumanbHana UHXKeHepUA: pacno3HaTb K usbexarb. 1 yac.

MpuemMbl coOUNaNbHOM UHKeHepuun. MpaBuaa 6e3o0nacHOCTM NpU BUPTYab-
HbIX KOHTaKTax.

Tema 2. JloxkHaa uHpopmauua B UHTepHeTe. 1 vac.

LUndposoe NPOCTPAHCTBO Kak naoLwaaKa camonpeseHTauuu,
9KCMEPUMEHTMUPOBAHMA U OCBOEHUA PA3/IMYHbIX COLMaNbHbIX ponen. denkosble
HoBOCTU. NoaaenbHble CTPaHULbI.

3

4 TpeGoBaHuUs K CONEPIKAHUIO UTOTOBBIX TIPOEKTHO-MCCIENOBATENLCKAX PabOT COMEPIKATCS B IPUIIOKEHUH | K maH-
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Tema 3. be3onacHOCTb NPU MUCNOJIb3OBAHUMU NNAATEXHbIX KapT B UHTep-
Hete. 1 vac.

TpaH3aKLI,MM n CBA3aHHbIE C HUMU PUCKU. I'Ipanma coBepLieHund OHNaMH No-
KYnNoOK. BesonacHocTb 6aHKOBCKMX cepBUCOB.

Tema 4, becnpoBogHan TexHonorua CBA3MU. 1 yac.

4 TpeGoBaHuUs K CONEPIKAHUIO UTOTOBBIX TIPOEKTHO-MCCIENOBATENLCKAX PabOT COMEPIKATCS B IPUIIOKEHUH | K maH-

HOU paboueii mporpamMme



Yazsumoctb Wi-Fi-coeguHeHnuin. MNybaunyHble n HenybamnyHblie ceTu. lpa-
BMAa paboTbl B Ny6ANYHbIX ceTax.

Tema 5. PesepBHOe KonupoBaHue gaHHbIX. 1 yac.

BesonacHOCTb AMYHOM MHPOpMaumKn. Co3aaHne pes3epBHbIX KOMWUIA Ha pas-
JIMYHBIX YCTPOMCTBAX.

Tema 6. OCHOBbI rOoCyAapCcTBEHHOW NOAUTUKKM B ob6aactn ¢popmmupoBaHuUn
KYAbTypbl MHGOPMaLMOHHOM 6e3onacHOCTU. 2 yac.

JOKTpMHA HauMoHanbHOM MHPOPMAUMOHHOM Be3onacHocTn. ObecneyeHune
ceoboabl M paBeHCTBAa A0CTyna K MWHPopmaumm W 3HaAHMAM. OCHOBHbIe
HanpaB/ieHUA rOCYAaPCTBEHHOM MOAUTUKM B 061acTM GOPMMPOBAHUA KYAbTypbl
MHPopMaUMOHHOM Be30onacHOCTH.

BbinonHeHue U 3aWmMTa UHAUBUAYANIbHBLIX U TPYNMNOBbIX NPOEKTOB. 3 yaca.’

MNosTopeHue. 3 vaca.

4 TpeGoBaHus K CONEPIKAHUIO UTOTOBBIX TIPOEKTHO-MCCIENOBATENLCKAX PabOT COMEPIKATCS B IPHIIOKEHNH | K naH-

HOU paboueii mporpamMme



TemaTtuueckoe nnaHupoBaHue yuebHoro Kypca (Mogynb 1).

Ne Konunuecteo XapaKTepMCcTUKa OCHOBHbIX BUAOB
Tema OCHOBHOE coaeprKaHue
n/n Yacos y4yebHoM aeaTtenbHOCTU 0byvaloWwmxca
Tema 1. «be3onacHOCTb 06w eHna»
1 O6LweHune B coumanbHbix ceTax (1 CoumanbHana ceTb. UcTopus BbinonHseT 6a3oBble onepayum npm
N MecceHarKepax coumanbHbix ceTen. MecceHaKepbl. MCMONb30BAaHUN MECCEHAKEPOB U
HasHauyeHWe coumanbHbIX CETEN U coumanbHbix ceteir. Co3gaeT cBom
MeCcCeHaKepoB. 06pa3 B ceTn NHTepHeT. U3yuyaeT
MCTOPUIO N COLMA/IbHYIO 3HAYMMOCTb
MoNb30BaTENbCKUI KOHTEHT.
TMYHbIX aKKayHTOB B ceTU NHTepHerT.
2 C kem 6e3onacHo obwartbca s |1 MepcoHanbHble AaHHbIE KaK OCHOBHOW [PyKOBOACTBYETCA B 06LLEHUM
NHTEepHeTe KanuTan NMYHOro NPOCTPaHCTBA B COLMANbHbIMU LEHHOCTAMM U
undposom mupe. Mpasuna YCTaHOBKaMM KONNIEKTMBA U 0bLecTBa
nobaBneHnA apysei B COuManbHbIX B LUenom. M3yyaeT npaBuna ceTeBoro
ceTtax. Mpodunb nonb3osaTens. obLLeHMA.
AHOHUMHbIE COLManbHbIE CETU.
3 Maponun Ana akkayHToB 1 CnoskHble naponn. OHNaH M3y4aeT OCHOBHbIE MOHATUA

COLMaNbHbIX ceTel

reHepaTopbl naposen. Mpasuna
XpaHeHus naponen. Micnonb3oBaHue
bYHKUMKM Bpay3epa No 3aNOMUHAHUIO
naponen.

PEerucTpaunoHHom MHGopMmaLmnm n
WwndpoBaHUA. YMeeT UX NPUMEHUTD.




Be3onacHbIn BXOA, B aKKAyHTbI

Buapbl ayteHTUdMKaumn. Hactponkn
H6e3onacHocTu

O6bACHAET NPUUNHBI UICNONb30BaAHUSA
6e3onacHoro

aKKayHTa. PaboTa Ha Yy>Kom
KOMMbIOTEPE C TOYKU 3pEeHUsA
6€30MacHOCTN INYHOTO aKKayHTa.

BXoZa nNpu paboTe Ha YyKom
ycTpoiictee. leMoHcTpupyeT
YCTOMUYMBbIM HaBblKk 6e3onacHoro
BXOAa.

HacTpoiku

KOHOUAEHUMANbHOCTU B
CoLManbHbIX CETAX

HacTpolikn npuBaTHOCTU U
KOHOUMAEHLMANBHOCTU B Pa3HbIX
coumanbHbIx ceTax. MpMBaTHOCTb U
KOHOMAEHUMANBHOCTb B
MecceHaKepax.

PacKpblBaeT NpMUUYNHbI YCTAHOBKM
3aKpbIToro npoouna. Mexser
OCHOBHbIE HAaCTPOMKM NPMBATHOCTU B
NMYHOM npodune.

My6ankauymsa nHpopmauunm B
COLMaNbHbIX CETAX

MepcoHanbHble gaHHble. MybanKaums
NTMYHOM MHPopmMaL MmN,

OcyLLecTBAAET NOUCK U UCNONb3YeT
nHpopmaumto, Heobxogmmyto ans
BbINO/IHEHUA MNOCTaB/IEHHbIX 334aY.

Knbepbynnuur

OnpepeneHune KnbepbynnuHra.
Bo3moKHble NpUYKnHbI KnbepbynnmHra
M KaK ero nsbexatb? Kak He cTaTb
epTBon KnbepbynaunHra. Kak nomoub
KepTBe KnbepbynnumHra.

PearupyeT Ha onacHble CUTyauum,
pacno3HaeT NPOBOKALMM U NOMbITKA
MaHUNYNALUM CO CTOPOHDI
BMPTya/ibHbIX cobeceHNKOB.




3 My6anyHble aKKayHTbI HacTpoiKkm npmBaTHOCTM NYy6MYHbIX  [PelaeT sKCnepuMeHTabHble 3a4a4M.
CTpaHuu,. MNpasuna segeHns
CamoCTOATENbHO CO34a€T UCTOUYHUKHN
Ny6NYHBIX CTPaHUL,. OBEPLUEPUHT.
MHPOpMaLUM Pa3HOro TMNa u Ana
pasHbIX ayauTopuii, cobatoaan
npasuia UHPOPMaLMOHHOM
6esonacHocTw.
9 OUWKNHT PULWMHI KaK MOLIEHHMYECKUIM Npruem. |AHANU3 NPOBAEMHbIX CUTYaLUNA.
MNonynapHblie BapuaHTbl Pa3paboTKka KelicoB ¢ npumepamm
N3 INYHOM KU3HU/}KU3HU 3HAKOMbIX.
pacnpocTpaHeHua puwmHra. OTanume Pa3paboTKa 1 PacnpocTpaHeHue YeK-
HACTOALMX M GULIMHIOBbIX CANTOB. KaK |, <14 (MamATKM) MO NPOTUBOAENCTBIO
3aLLNTUTBCA OT PpULEepPOB B dUNHTY
COUMANbHbIX CETAX N MeCCeHKepax.
10 BbinonHeHWe 1 3awmTa CamocTtosaTenbHana paboTa.
WHANBUAYANbHbIX U TPYNNOBbIX
NPOEeKTOB
Tema 2. «be30nacHOCTb YCTPOUCTB»
1 YTO Takoe BpeAoHOCHbIN Ko, Buabl BpeAOHOCHbIX KOA0B. Cobntopaet TeXHUKY 6e3onacHoCTH

BO3MOMKHOCTM U AECTPYKTUBHbIE
bYHKUMM BPEeAOHOCHbIX KOA0B.

NP1 3KCNIyaTauum KOMNbOTEPHbIX
cucrtem. Micnonb3syer
MHCTPYMEHTAIbHbIE NPOrPaMMHble
CcpeacTBa M CEPBUCHI a4EKBATHO




3ajave.

PacnpocTpaHeHue
BPEAO0HOCHOro Koga

Cnocobbl 40CTaBKM BPeAOHOCHbIX
Ko[oB. MicnonHAemble ¢palinbl n
paclwmMpeHuna BpeaoHOCHbIX KOAO0B.
BpeaoHocHas paccbinKka. BpeaoHocHble
CKpunTbl. Cnocobbl BbiABAEHMA
Ha/M4YMA BPEOOHOCHbIX KOA0B Ha
ycTpouncTBax. enctsmna npum
0OHapyKeHMM BPefoHOCHbIX KOA0B Ha
YCTPOMCTBAX.

BbisBnaeT u aHanunsunpyet (npwm
NMOMOLLM YEK-/INCTA) BO3MOMKHbIE
Yrpo3bl MHGOPMALLMOHHOM
6e3onacHOCTM 0OHEKTOB.

MeToab! 3aLWnTbI OT
BPEAOHOCHbIX MPOrpamm

Cnocobbl 3aWMTbl YCTPOMCTB OT
BPEeAOHOCHOIo KoAa. AHTUBMPYCHbIE
nporpammbl 1 nx

MN3yuyaeT BUAbl aHTUBUPYCHbIX
Nporpamm u NpaBmaa UX YCTAHOBKM.

XapaKTepuCTUKK. MpaBuna 3almTbl OT
BPEAOHOCHbIX KOA0B.

PacnpoctpaHeHune
BPEeAOHOCHOro Koga ana
MOOUNbHbIX YCTPOICTB

PacwmpeHne BpeaoHOCHbIX KOA0B ANs
MOOUNbHbIX YyCTPOMCTB. MpaBuna
6e30nacHOCTM NpU YCTaHOBKeE

NPUNOXKEHUA HA MOBUbHbIE

PaspabaTbiBaeT Nnpe3eHTauumio,
MHCTPYKLMIO MO OOHapYKeHUto,
Q/ITOPUTM YCTAaHOBKM NPUJIOKEHUI Ha

MOBWbHbIE YCTPOMCTBA ANA YHaALLUXCA




YCTPOMCTBaA.

6onee mnagwero Bo3pacta.

BbinonHeHMe n 3awmTa
MHANBUAYANTbHbBIX N FrPYyNNoOBbIX
NPOEKTOB

YmeeT paboTaTb MHANBUAYANBHO U B
rpynne. MpUHUMaeT No3nuuto
cobeceHMKa, NOHUMas NO3ULUIO
PYroro, pas/ivyaeT B ero peuu:
MHeHWe (TOUKY 3peHunsn),
10Ka3aTeNbCTBO (aprymMeHTbl), GaKTbl;
rMnoTesbl, akCMOMbI, TEOPUM.

Tema 3 «be3onacHocTb MHPOpMaLUnN»

CoumnanbHaa MHXKeHepua:
PaCno3HaTb U nsbexxatb

Mpuembl COLMANBHOM UHXKEHEPUN.
MpaBuaa 6e3onacHOCTM Npu
BMPTYaNbHbIX KOHTaKTax.

HaxoguT Hy»KHYI0 MHPOopMaLmio B
6a3ax AaHHbIX, COCTaBAAA 3aMPOChl HA
nouck. CuctemaTUsnpyeT Noslydyaemyto
MHPOpPMaLMIO B NpoLEecce NoUcKa.

/ToXXHasa MHGopmauua B
NHTepHeTe

LindpoBoe NnpocTpaHCTBO Kak
n/iowajKka camonpeseHTaumm,
SKCNEepPUMEHTUPOBAHUA U OCBOEHMUS
Pa3/INYHbIX COLMANbHbIX PONEN.
deikoBble HOBOCTU. MoaaenbHble
CTPaHUUpbI.

Onpeaenner BO3MOXHbIe UCTOYHUKU
HeobxoAnMbIX cCBEeAEHUMN,
OCYLLECTB/AET NOUCK MHPOopMaL UM,

OT6bMpaeT 1 cpaBHUBAET maTepunan no
HECKO/IbKMM UCTOYHMKAM.

AHanun3npyeT n oueHmnsaeT




LOCTOBEPHOCTb MHPOPMaLUMK.

besonacHocTb Npu
MCNONb30BaHUM NAATEXKHbIX
KapT B IHTepHeTe

TpaH3aKLUMU M CBA3AHHbIE C HUMM
pucku. MpasBuaa coBepLlieHnA OHNaMH
NoKynok. besonacHocTb 6aHKOBCKMX
CEepPBUCOB.

MpuBOAUT NPUMEPbI PUCKOB,
CBA3AHHbIX C COBEPLUEHNEM OHNAMH
MOKYMNOK (ymeeT onpeaenntb UCTOYHUK
pucKka). PazpabaTbiBaeT BO3MOKHbIe
BAapMaHTbl PeLeHnnA CUTyauni,
CBA3AHHbIX C PUCKAaMU UCMOJIb30BaHUSA
NAaTeXXHbIX KapT B IHTepHeTe.

becnpoBoaHaa TexHonormA
CBA3U

YaszsumocTtb Wi-Fi-coeanHeHUN.
MNy6anyHbie n HenybanYHbIE CETU.
Mpasuna paboTbl B Ny6ANYHBIX CETAX.

Ncnonb3ya pasnnyHyto vHGopmaumio,
onpeaenaeT noHATUA. U3yyaeT
0COBEHHOCTU U CTU/Ib BEAEHUA NINYHbIX
M NYBNMYHBIX aKKayHTOB.

PesepBHOe KonnposaHue
JaHHbIX

bBe3sonacHoCTb IMYHOM MHPOpPMaLMN.
Co3faHue pe3epBHbIX KONUM Ha
Pa3/IMYHbIX YCTPOMCTBAX.

Co3paeT pe3epBHble KOMUMN.

OCHOBbI rocyapCTBEHHOM
NoAUTUKK B 06nacTm
GOPMUPOBAHMA KY/IbTYPbI
MHPOPMaALMOHHOM
6e3onacHoCcTH

JJOKTPMHA HaLUMOHaIbHOWM
MHPOpMaLUMOHHOM Be3onacHoOCTH.
ObecneyeHne cBoH6OAbI M PaBEHCTBA
N,0CTYNa K MHGOPMALMN N 3HAHUAM.
OCHOBHbIe HanpaB/eHUA
rocyaapCTBEHHOM NOAUTUKM B 061acTm

YMmeeT npuBecTun BblAEPHKKN U3
3aKoHoaaTenbcTBa PO:

- 06ecneyYmBatoLLEro KOHCTUTYLLMOHHOE
NpPaBo Ha NMOWUCK, NONYYEHUE U
pacnpocTpaHeHne nHdopmaunu;




bopMMPOBAHUA KYNbTYPbI
MHGOPMALMOHHOM He30NacHOCTMH.

- OTpa*aloWero npaBoBble aCneKTbl
3aLlNTbI KM6epI'IpOCTpaHCTBa.

BbinonHeHMe 1 3awmTa 3
WHANBMAYANbHbIX U TPYNNOBbIX
NPOEKTOB

NosTOpeHUe, peseps 3
NToro 34







19

Moaynb 2.

Mpu paboTe c poaUTENAMM BarkHellel 3agavyen ABASETCA NpeoaoNeHue
«undpoBoro paspbiBa» M obyyeHne poauTener NPaBUNbHON OLIEHKE CBOMUX
BO3MOXHOCTEA B NOMOLWM AeTaM B WMHTepHeTe - BO3MOXKHOCTEM, KoTopble
AOCTaTOYHO BE/IUKM.

Pa3paboTuMKM Kypca npeanonaratoT, 4YTO poauTenn c bGonblen
FrOTOBHOCTbIO  BK/AOYATCA B MNPOrpammy pasButus  UUEPPOBOM  TUTUEHDI,
npeanaraoLyo UM obLLEHNE, COBMECTHbIN NOWUCK M pa3BMBatOLWME UTPbl U T.1.

BmecTe ¢ Tem, popmamu npoBefeHMUA MePONPUATUIA ANA poauTeNnei TakKe
MOTYT ABNATbLCA: NIEKTOPUW, BbICTYM/IEHUA HA POAUTENBCKUX COBpaHUAX, MUKPO-
obyyeHMe Ha OCHOBE TEXHONOTUM OHMANH 0byyeHUs, renmnduKaumna, co3gaHue
YeK-IMCTOB, COBMeCTHOe 0byyeHne, COBMECTHbIE POANTENbCKO-AETCKME MPOEKTHI
nnp.

MpaKkTUyeckMe  MmaTepuanbl AN peanusauuMuM  AaHHOTO  MoAyns
npeAcTaBieHbl B NPUIOXKEHUM 2 K AaHHOW pabouelt nporpamme. Pa3paboTumKku
Kypca «LudpoBas rurmeHa» npegnaraloT  WUCNOJb30BaTb  BblleyKa3aHHoOe
NPUNOMKEHME B KAYECTBE KOHCTPYKTOPA NPU NOATOTOBKE K MEPONPUATUSAM.

TemaTuueckoe nnaHupoBaHue yuyebHoro Kypca (Moaynb 2).
Tema 1. Uctopua BO3HMKHOBEHUA UHTepHeTa.

MoHATMA WNHTepHeTyrpos. M3meHeHUs rpaHuLy, AONYCTUMOrO B KOHTEKCTe
umMdppoBoro ob6pasa KM3HU

Tema 2. U3ameHEeHUA HOPMATUBHbIX MOAeNIe pa3BUTUA U 300POBbA AeTen
M NOAPOCTKOB.

Tema 3. UudpoBasn rurmeHa: 3a4em 3T0 HYXKHO?

MoHaTMe nepumeTpa bGe3onacHocTn. ObecnevyeHMe 3SMOLMOHANbHO-
ncuxonorvyeckoro nepumetpa 6e3onacHOCTM B COOTBETCTBMM C BO3PACTHbIMM
ocobeHHocTAMM pebeHKa. banaHc UeHHOCTEM pPa3BUTUS U LEHHOCTeMn
6e3onacHoCTW.

Tema 4. Yrpo3bl MHPopmMauMOHHOI 6e30NacHOCTU: aTaKK, CBA3aHHbIE C
KOMNbIOTEPHOU UHXKEeHepue.
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Cnocobbl BbISIBIEHMA HaNN4YMA BPEAOHOCHbIX KOAOB Ha YCTPOMCTBAX.
JelcTtems npu obHapyKeHNn BpeJOHOCHbIX KOA0B HA YCTPOMCTBAX.

Tema 5. Yrpo3bl uHpopmMaLMOHHOIK 6e30NacHOCTU: aTaKu, CBA3AHHbIe C
COLMANbHOU UHKeHepueil.

FPYMWUHT, KnbepbynnunuHr. Yemy Mbl L0OMKHbI HAyuyuTb pebEéHka Aana
NPodUNaKTUKN Hacuamsa B Cetn?

Tema 6. Yrpo3bl MHPOPMALUOHHOIK 6€30MaCHOCTU: aTaKu, CBA3aHHbIe C
COLMANIbHOM UHXKEeHepuen.

®uwmnHr. ObpaleHre ¢ geHbramum B cet MHTepHeT. [leTcKaAa nnacTmkoBsasn
KapTa: 6bITb MK He BbITb?

Tema 7. KOHTEHTHbIe PUCKMU.

HacTpoiika n 6e3onacHoe ucnonb3oBaHWe CMapTOOHa WAM NNAHLWeTa.
CemelnHbIN gocTyn.

Tema 8. Mocobua n obyyarowme nporpammbl N0 GoPMUPOBAHUIO HABbI-
KOB undposom rMrueHbl.
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MpunoxkeHue 1
TpeboBaHUA K coaepKaHUIO0 UTOTOBbIX NMPOEKTHO-UCCNea0BaTeNbCKUX paboT

Kpumepuu codepxaHua mekcma npoekmHo-uccaedosamesnsckoli pabomesi

1. Bo BBegeHMn chopmynpoBaHa aKTyasIbHOCTb (NMYHOCTHAA M couManbHada 3Ha-
YMMOCTb) BblOpaHHOM Npobnembl. Tema MoOXKeT bbiTb nepedopmMynnpoBaHa, HO
npu 3TOM YeTKO onpeaeneHa, B HE06X04MMOCTN UCCNeA0BaHNA €CTb apPryMeHTbI.
2. MpaBMAbHO COCTaBNEH HayyHbl annapaT paboTbli: TOYHOCTb POPMYAUPOBKU
npobembl, YeTKOCTb M KOHKPETHOCTb B NOCTAHOBKE LeNun 1 3a4a4, onpegeneHmm
obbekTa M npegmeTa MUCCNe[O0BAHMA, BblABUMMKEHUM runoTesbl. [ mMnoTesa
cbopmynmpoBaHa KOPPEKTHO M COOTBETCTBYIOT Teme paboTbl

3. EcTb nnaHWpoBaHME NPOEKTHO-UCCNEeA0BATENLCKON AEATENbHOCTU, KOPPEKTU-
POBKA ee B 3aBMCMMOCTM OT pe3y/abTaTOB, MONYYAEMbIX HA pPasHbIX 3Tanax
pa3BUTMA NPOEKTa. [JaHa XapaKTepUCTUKA KaXKAOro sTana peanunsaummn NpoekKTa,
cbopmynmpoBaHbl 3a4ayM, KOTOpble pPeLLATCA Ha KaX4oMm 3Tane, B Cjaydae
KONNIEKTUBHOTO MNPOEKTa - pacnpeeneHbl M BbIMNOAHEHbl 334a4YM  KaXKAblM
YY4aCTHUKOM, aHaNM3 pecypcHoro obecrneyeHma NpoeKkTa NpoBeseH KOPPEKTHO

4. Ucnonb3yeTca U OCMbICAAETCA MEXAUCUMNANHAPHBIA NOAX04, K UCCNea0BaHMI0
N NPOEKTUPOBAHMIO N Ha 6a30BOM ypOBHE LUKOIbHOM NPOrpammbl, M Ha YPOBHE
OCBOEHMA AONONHUTENbHbIX BUbAMOrpadmMUecKnx NCTOYHMUKOB

5. OnpeanenéH 06bBEM COOCTBEHHbIX AaHHbIX M COMOCTaBAeHO cobcTBeHHoe
NPOEKTHOE pelleHne € aHanoroBbiMn nNo npobneme. [laH aHanM3 UCTOYHUKOB U
aHaNoOroB C TOYKM 3pPEHUA 3HAYMMOCTM Aana  CcOBCTBEHHOM MPOEKTHO-
nccnepoBaTeNbCKkoOM paboTbl, BbiABAEHA ero HOBU3HA, bubnnorpadpua n MHTEpPHET
pecypcbl rPAaMoOTHO 0POPMAEHDI

6. CobntogeHbl HOPMbl HAYYHOTO CTUAA U3N10XKEHMA U opopmaeHuna paboTbl. TekcT
paboTbl AONKEH A4EMOHCTPUPOBATL YPOBEHDb BIAAEHUA HAYYHbIM CTUNEM U3/IOXKe-
HUA.

7. EcTb OUEHKa pe3ynbTaTUBHOCTM NPOEKTA, COOTHECEHME C NOCTAaBAEHHbIMW 3a43a-
yamu. lNpoBeaeHa OLEHKA COLMOKYNbTYPHbIX M 0bpa3oBaTesibHbIX NOCNEeACTBUM
NPOEeKTa Ha MHANBUAYANbHOM N 06LLECTBEHHOM YPOBHSAX.

Kpumepuu npezeHmayuu npoekmHo-uccaedosamenscKoli pabomei (ycmHo20 8bl-
cmynneHus)

1. JeMOHCTpauna KOMMYHMKATUBHbIX HaBbIKOB Npu 3aliuTe paboTtbl. BnageHue
PUTOPUYECKMMM  YMEHUAMMW, PACKPbITUE aBTOPOM  cogeprkaHue paboTbl,
AOCTAaTOYHAA OCBEAOM/IEHHOCTb B TEPMWHOJIOTMYECKOM cucteme npobnemel,
OTCYTCTBME CTUAUCTUYECKMX N PEYEBDLIX OLNDOOK, cCObAt0AEHNE pernameHTa.

2. YMeHue 4YETKO 0TBEeYaTb Ha BONPOCHI NOC/Ae Npe3eHTauum paboTsbl.

3. YMmeHue co34aTb Ka4vyeCTBEHHYK npe3eHTauuto. [emMOoHCTpauma ymeHusA
ucrnonb3osatb  IT-texHoONOrMM M cOo3paBaTb  CNavg,  MpPe3eHTauMi  Ha
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COOTBETCTBYIOLLEM €ro BO3PacTy YPOBHE.
4. YmeHne opopmnATb KauyeCTBEHHbIN NPe3eHTaLMOHHbIN ByKneT Ha COOTBETCTBY-
lOLLLEM ero BO3pacTy YPOBHE.

5. TBOpPYECKUI NOAXOA K CO3A4aHUI0 NPOAYKTA, OPUTMHANBHOCTb, HAarNAAHOCTb, U/I-
NOCTPATMBHOCTb. [peaocTaBneH KayeCTBEHHbIM TBOPYECKUM NpPOAYKT (Maker,
NPoOrpamMmHbIA NPOAYKT, CTeHA, CTaTbA, HarnsgHoe mnocobue, nuTepaTypHoe
npousBeaeHue, BUAEO-PONIUK, MyNbTOUNBM U T.A4.).

6. YMeHMe YyCTaHOBWUTb OTHOLWIEHMA Konnabopaummnm C y4yaCTHMKaMM MPOEKTa,
HamMeTUTb NyTU CcO34aHUA ceTeBoro npoaykra. CnocobHOCTb HamevaTb NyTH
COTPYAHWYECTBA HA YPOBHE B3aMMOAEMNCTBUSA C YNEHAMWU KPYXKKA WMAU CEeKLuM,
npoAB/ieHMe B XOA4e MNpe3eHTauuM KOMMyHWKabenbHocTM, 6GnarogapHoOCTU M
YBaK€HUSA MO OTHOLIEHUIO K PYKOBOAMUTENIO, KOHCY/IbTaHTaM, YyMEHMe YeTKo
0603HauYUTb NYTU CO34aHUS CETEBOIO NPOAYKTA.

7. ApKO BbIPAXKEHHbIM WHTEpPEC K Hay4yHOMY MOWUCKY, CaMOCTOATENbHOCTb B
Bbibope npobnembl, NyTM ee UCCNeAOoBaHUA W MPOEKTHOro  pelleHus.



23

CnUCOK UCTOYHUKOB:

1. Bbabaw A.B. MHPopmaumoHHan 6e3onacHOCTb: JTabopaToOpHbIA NPaKTU-
Kym / A.B. babauw, E.K. bapaHoBa, t0.H. MenbHMKoB. - M.: KHOPyc, 2019. -432 ¢

2. Bexos B. b. KomnbtoTepHble npecTynneHua: cnocobbl coBepLlleHUA U
packpbiTua / B.b. Bexos; Moga pea. akaa. b.M. CmaropuHckoro. - M.: MNpaBo u 3a-
KoH, 2014. - 182 c.

3. I pomoB KO.KO. WHPopmaumoHHas 6He3onacHOCTb W 3aWMTa
nHopmaumn: YuebHoe nocobue / H0.10. Fpomos, B.O. Apayes, O.I. MBaHoBa. -
Ct. Ockon: THT, 2017. - 384 c.

4. [etn B MHPOpPMaLMOHHOM obuwectBe

//
http: //detionline.com/j oumal/about

5. Edumosa /1.J1. UHPopmaunoHHaA be3onacHOCTb aeTten. Poccnimckmum um
3apybekHblit onbiT: MoHorpadus / N1.1. Epumosa, C.A. Kouepra. - M.: FOHUTU-
OAHA, 2016. - 239 c.

6. 3ane4yHukos C.B. MHPopmaunoOHHana 6e30NacHOCTb OTKPbITbIX CUCTEM. B
2-x 1. T.2 - Cpeactea 3awuThl B cetax / C.B. 3aneyHukos, H.I. Munocnasckas, A.W.
Toncton, A.B. Ywakos. - M.: /1T, 2018. - 558 c.

7. 3awwuTa aeten byKaspersky// https://kids.kaspersky.ru/

8. Ky3HeuoBa A.B. NCKycCTBEHHbIN UHTENNEKT U MHPOPMALMOHHAs bHes-
onacHoctb obulecTtsa / A.B. KysHeuosa, C.N. CambiruH, M.B. PagnoHos. - M.: Py-
calHc, 2017.-64 c.

9. HamectHukoBa M.C. UHPopmaumoHHasa beszonacHocTb, uan Ha paccron-
HWUK O4HOro BUpYyca. 7-9 Knaccol. BHeypouHaa geATenbHoCTb. - M.: [pocBeleHme,
2019. - 80 c.

10. OcHoBbl KnbepbesonacHoctu. // https://www.xn--d1abkefqipOa2f.xn--
pl ai/index.php/glava-1 -osnovy-kiberbezopasnosti-tseli-i-zadachi-kursa

11. CtpenbyoB A.A. [paBoBoe obecneyeHne  UHPOPMALMOHHOM
6e3onacHoCTM Poccuun: TeopeTMyeckme M MeToaoN0rM4yeckme OCHOBbI. - MMHCK,
2005. - 304 c.

12. CycopoB W.A. lepcneKkTMBHble TexHonormm obecnevyeHua Kubepbes-
onacHoctu // CTyaeHYeCKUIA: 3N1EeKTPOH. Hay4yH. *ypH. 2019. Ne 22(66)

13. UndpoBas KOMNETEHTHOCTb NOAPOCTKOB M poanTenen. Pesynbrtathbl
Bcepoccuinckoro nccneposaHma / Y. Conpatosa, T.A. Hectuk, E.U. Paccka3osa,
E.}O. 3oT0Ba. - M.: ®oHg Paszsutna UHTepHeT, 2013. - 144 c.



https://kids.kaspersky.ru/

	Модуль 1. «Информационная безопасность»
	Место учебного курса (Модуль 1) в учебном плане
	Характеристика личностных, метапредметных и предметных результатов освоения учебного курса (Модуль 1)
	Содержание программы учебного курса (Модуль 1).
	Содержание учебного курса (Модуль 1).
	Раздел 1. «Безопасность общения»
	Тема 1. Общение в социальных сетях и мессенджерах. 1 час.
	Тема 2. С кем безопасно общаться в интернете. 1 час.
	Тема 3. Пароли для аккаунтов социальных сетей. 1 час.
	Тема 4. Безопасный вход в аккаунты. 1 час.
	Тема 5. Настройки конфиденциальности в социальных сетях. 1 час.
	Тема 6. Публикация информации в социальных сетях. 1 час.
	Тема 7. Кибербуллинг. 1 час.
	Тема 8. Публичные аккаунты. 1 час.
	Тема 9. Фишинг. 2 часа.
	Раздел 2. «Безопасность устройств»
	Тема 1. Что такое вредоносный код. 1 час.
	Тема 2. Распространение вредоносного кода. 1 час.
	Тема 3. Методы защиты от вредоносных программ. 2 час.
	Тема 4. Распространение вредоносного кода для мобильных устройств. 1 час.
	Выполнение и защита индивидуальных и групповых проектов. 3 часа.4
	Раздел 3 «Безопасность информации»
	Тема 1. Социальная инженерия: распознать и избежать. 1 час.
	Тема 2. Ложная информация в Интернете. 1 час.
	Тема 3. Безопасность при использовании платежных карт в Интернете. 1 час.
	Тема 4. Беспроводная технология связи. 1 час.
	Тема 5. Резервное копирование данных. 1 час.
	Тема 6. Основы государственной политики в области формирования культуры информационной безопасности. 2 час.
	Выполнение и защита индивидуальных и групповых проектов. 3 часа.5 Повторение. 3 часа.
	Требования к содержанию итоговых проектно-исследовательских работ
	Список источников:

